
2008�03�12 http://www.xs4all.nl/~carlo17/howto/undelete_ext3.html #1HOWTOrecoverdeletedfilesonanext3filesystemCarloWood,Mar2008IntroductionIthappenstoeveryonesoonerorlater:asplitsecondafteryouhitEnteryourealizeyourmistake,butit'stoolate;youjustdeletedavaluablefileordirectoryforwhichnobackupexists.Ormaybeyouhaveabackup,butit'samonthold...andinshockyouseethepastmonthflashbeforeyoureyesasyourealizeinpainwhatyou'llhavetodoalloveragain...Fortunately,yourememberthatfilesareneverreallydeleted,atmostoverwrittenbynewcontent.So,youremountthediskreadmonlyasfastaspossible.Butnow?IfyouGooglefor"undeleteext3",almosteveryarticleyoufindwillbeusersaskingifit'spossibleandtheansweriseverytime:no.Themostfrequentlyquotedpassagecomesfromtheext3FAQitself:Q:HowcanIrecover(undelete)deletedfilesfrommyext3partition?Actually,youcan't!Thisiswhatoneofthedevelopers,AndreasDilger,saidaboutit:Inordertoensurethatext3cansafelyresumeanunlinkafteracrash,itactuallyzerosouttheblockpointersintheinode,whereasext2justmarkstheseblocksasunusedintheblockbitmapsandmarkstheinodeas"deleted"andleavestheblockpointersalone.Youronlyhopeisto"grep"forpartsofyourfilesthathavebeendeletedandhopeforthebest.However,thisisutternonsense.Allinformationisstillthere,alsotheblockpointers.Itisjustslightlylesslikelythatthosearestillthere(thanonext2),sincetheyhavetoberecoveredfromthejournal.Ontopofthat,themetadataislesscoherentlyrelatedtotherealdatasothatheuristicalgorithmsareneededtofindthingsback.OnFebruary7th,2008,Iaccidentlydeletedmywholehomedirectory:over3GBofdata,deletedwithrm�rf.TheonlybackupthatIhadwasfromJune2007.Notbeingabletoundeletewasunacceptable.So,Iignoredwhateveryonetriedtotellmeandstartedtolearnhowanext3filesystemreallyworks,andwhatexactlyhappenswhenfilesaredeleted...Threeweeksandnearly5000linesofcodelater,Ihadrecoveredeveryfileonmydisk.WhatYouShouldKnowBeforeYouBeginThetoolthatIwroteassumesaspikeofrecentlydeletedfiles(shortlybeforethelastunmount).ItdoesNOTdealwithacorruptedfilesystem,onlywithaccidentlybutcleanlydeletedfiles.Also,theprogramisinabetastage:assoonasIrecoveredmyowndataIstoppedthedevelopmentoftheprogram.Therefore,itislikelythatthingsmightnotworkentirelyoutmofmthemboxforyou.Istashedtheprogramwithasserts,whichmakesitlikelythatifsomethingdoesn'tworkforyouthentheprogramwillabortinsteadoftryingtogracefullyrecover.Inthatcaseyouwillhavetodigdeeper,andfinishtheprogramyourself,sotosay.Theprogramonlyneedsreadaccesstothefilesystemwiththedeletedfiles:itdoesnotattempttorecoverthefiles.Instead,itallowsyoutomakeacopyofdeletedfilesandwritesthosetoanewlycreateddirectorytreeinthecurrentdirectory(whichobviouslyshouldbeadifferentfilesystem).Allpathsarerelativetotherootofthepartion,thus—ifyouareanalysingapartition/dev/md5whichwasmountedunder/home,then/homeisunknowntothepartitionandtotheprogramandthereforenotpartofthepath(s).Instead,apathwillbesomethinglikeforexample"carlo/c++/foo.cc",withoutleadingslash.Theparitionroot(/homeintheexample)istheemptystring,not'/'.Thenameoftheprogram,ext3grepwaschosenbecauseIwasplanningtowriteahighlyintelligentprogramthatwouldbeabletoreconstructfilesbysearchingforblocksthatlookedsimilartoexpectedblocks(basedonanoldbackup,orotherrules).Thegrepinthenamewasinanticipationthatthequotefromtheext3developerwastrue:Iwaspreparingfortheneedtoworkwithsetsofblocks,eachsetcorrespondingtoasearchpatternandweightedwithalikeliness,uponwhichthenonewouldhavetoworkwithsetoperatorsinordertoreducethenumberofblocksandassignthemtofiles,andgivethemtheirorder.However,nothinglikeitturnedouttobeneeded.Nevertheless,Ikeptthenameext3grepbecausesomeonemightwanttoaddatruegrepmlikefunctionalitytotheprogram(atthismomentit'sgrepmfunctionalityislimitedtofixedstrings,printingmatchingblocknumberstostandardoutput).HowDoesEXT3StoreFiles?BlocksizesThecontentoffilesisstoredincontiguousblocksof4096bytes(theactualsizedependsoncommandlineparameterspassedtomke2fswhenthefilesystemwasfirstcreatedandcanbe1024,2048or4096bytes).Aharddiskisa"blockdevice",meaningthateveryI/Oisdoneintermsthoseblocks;onecanonlyread/writeanintegralnumberofablocksatatime.Thisdoesn'tnecessarilymeanthattheminimumsizeofacontiguousfilefragmentisofthesamesize(althoughitcanonlybesmaller),butinpractiseitis.Infact,theprogramwillnotworkifthefragmentsizeisunequaltheblocksize.Theactualblocksize,aswellastheactualfragmentsize,arestoredinthesuperblockandcanberetrievedwiththeoption��superblock.Forexample,$ext3grep$IMAGE��superblock|grep'size:'Blocksize:4096Fragmentsize:4096HereIMAGEisanenvironmentvariablethatwassettothenameofthedevice(oracopythereofmadewithdd)ofthepartitionholdingthefilesystem.Forexample/dev/sdd2(ingeneral,anyofthedevicenamesasreturnedbythecommanddfundertheheading"Filesystem").Normallyonlyrootcanreaddevicesdirectly,butyoucan(temporarily)makethemreadablebyyou,ofcourse,ormakeabackupimagewithdd.Notethat,forexample,/dev/sddisNOTapartition(notethemissingdigit)andwillnotcontainusabledataforourpurpose.



2008�03�12 http://www.xs4all.nl/~carlo17/howto/undelete_ext3.html #2Theentirepartitionisdividedintoanintegralnumberofblocks,startingtocountat0.Thus,ifyoueverwanttomakeacopyofblocknumberN,youcoulddo:$ddif=$IMAGEbs=4096count=1skip=$Nof=block.$NWhereNrunsfrom0till(butnotincluding)thenumberofblocksasstoredinthesuperblock.Forexample,$ext3grep$IMAGE��superblock|grep'Blockscount:'Blockscount:2441824Havinganyblocknumber,onecanprintinformationaboutitbyusingthecommandlineoption��block.Forexample,$ext3grep$IMAGE��ls��block600[...]Group:0Block600isAllocated.It'sinsidetheinodetableofgroup0(inodes[1�33>).$ext3grep$IMAGE��ls��block1109[...]Group:0Block1109isadirectory.TheblockisAllocated.��Filetypeindir_entry(r=regularfile,d=directory,l=symlink)|.��D:Deleted;R:ReallocatedIndxNext|Inode|Deletiontime ModeFilename==========+==========+����������������data�from�inode������+�����������+=========01d2 drwxr�xr�x.1endd2 drwxr�xr�x..23d11D1202351093ThuFeb703:24:532008drwxr�xr�xlost+found3endd195457D1202352103ThuFeb703:41:432008drwxr�xr�xcarloThesuperblockThesuperblockisn'treallyablock.It'ssizeisalways1024bytesandthefirstsuperblockstartsatoffset1024.Thus,iftheblocksizeis1024thenthesuperblockisblock1,butiftheblocksizeis2048or4096,thenthesuperblockispartofblock0.Therearemultiplebackupcopieselsewhereonthedisk.ext3grepassumesthatthefirstsuperblockisnotcorruptedanddoesnotattempttofindorreadthebackupcopies.Onecouldreadthecontentsofthefirstsuperblockwithddasfollows:$ddif=$IMAGEbs=1024skip=1count=1of=superblockThemeaningofeachbyteinthesuperblockisgivenintable1.



2008�03�12 http://www.xs4all.nl/~carlo17/howto/undelete_ext3.html #3BytestypeDescription0..3__le32Inodescount4..7__le32Blockscount8..11__le32Reservedblockscount12..15__le32Freeblockscount16..19__le32Freeinodescount20..23__le32Firstdatablock24..27__le32Blocksize28..31__le32Fragmentsize32..35__le32Numberofblockspergroup36..39__le32Numberoffragmentspergroup40..43__le32Numberofinodespergroup44..47__le32Mounttime48..51__le32Writetime52..53__le16Mountcount54..55__le16Maximalmountcount56..57__le16Magicsignature58..59__le16Filesystemstate60..61__le16Behaviourwhendetectingerrors62..63__le16minorrevisionlevel64..67__le32Timeoflastcheck68..71__le32Max.timebetweenchecks72..75__le32OS76..79__le32Revisionlevel80..81__le16Defaultuidforreservedblocks82..83__le16Defaultgidforreservedblocks84..87__le32Firstnonmreservedinode88..89__le16Sizeofinodestructure90..91__le16Blockgroupnumberofthissuperblock92..95__le32Compatiblefeatureset96..99__le32Incompatiblefeatureset100..103__le32Readonlymcompatiblefeatureset104..119__u8[16]128mbituuidforvolume120..135char[16]Volumename136..199char[64]Directorywherelastmounted200..203__le32Forcompression204__u8Numberofblockstotrytopreallocate205__u8Numbertopreallocatefordirs206..207__le16Pergroupdescriptorsforonlinegrowth208..223__u8[16]uuidofjournalsuperblock224..227__le32Inodenumberofjournalfile228..231__le32Devicenumberofjournalfile232..235__le32Startoflistofinodestodelete236..251__le32[4]HTREEhashseed252__u8Defaulthashversiontouse253..255Reserved256..259__le32Defaultmountoptions260..263__le32Firstmetablockblockgroup264..1023ReservedTheCmstructforthesuperblockisgivenintheheaderfile/usr/include/linux/ext3_fs.handwasusedtocreatetable1.ThedataoftheunsignedintegersisstoredondiskinLittleEndianformat.Onlinuxthatmeansthat__le32isinfactanuint32_tand__le16isequaltouint16_t.GroupsEachext3filesystemisdevidedintogroups,withafixednumberofblockspergroup,exceptthelastgroupwhichcontainstheremainingblocks.Thenumberofblockspergroupisgiveninthesuperblock,ie



2008�03�12 http://www.xs4all.nl/~carlo17/howto/undelete_ext3.html #4$ext3grep$IMAGE��superblock|grep'Blockspergroup'#Blockspergroup:32768Eachgroupusesoneblockasabitmaptokeeptrackofwhichblockinsidethatgroupisallocated(used);thus,therecanbeatmost4096*8=32768normalblockspergroup.Anotherblockisusedasbitmapforthenumberofallocatedinodes.Inodesaredatastructuresof128bytes(theycanbeextendedintheory;therealsizeisgiveninthesuperblockonceagain)thatarestoredinatable,(4096/128=32inodesperblock)ineachgroup.Havingatmost32768bitsinthebitmap,wecanconcludethattherewillbeatmost32768inodespergroup,andthus32768/32=1024blocksintheinodetableofeachgroup.Theactualsizeoftheinodetableisgivenbytheactualnumberofinodespergroup,whichisalsostoredinthesuperblock.$ext3grep$IMAGE��superblock|egrep'Sizeofinode|inodespergroup'Numberofinodespergroup:16288Sizeofinodestructure:128Theblocknumbersofbothbitmapsandthestartoftheinodetableisgiveninthe"groupdescriptortable",whichresidesintheblockfollowingthesuperblock;thus,block1orblock2dependingonthesizeofablock.Thisgroupdescriptortableexistsofaseriesofconsecutiveext3_group_descstructs,alsodefinedin/usr/include/linux/ext3_fs.h,seetable2.Table2.AgroupdescriptorBytestypeDescription0..3__le32Blocksbitmapblock4..7__le32Inodesbitmapblock8..11__le32Inodestableblock12..13__le16Freeblockscount14..15__le16Freeinodescount16..17__le16Directoriescount18..31ReservedSincethesizeofthisstructispaddedtoapowerof2,32bytes,therefitpreciselyanintegralnumberofdescriptorsinablock.Thereforethetableiscontiguousevenwhenspanningmultipleblocks.Notethatoneblockof4096bytesisalreadycapableofholding128groupdescriptors,eachofwhichcanstore32768blocks—thusonlyapartitionlargerthan16GBwillusemorethanoneblockforthegroupdescriptortable.Thecontentofthetableisprintedbyext3grepifnoactionorgroupisspecifiedonthecommandline.Forexample,$ext3grep$IMAGENoactionspecified;implying��superblock.[...]Numberofgroups:75Group0:blockbitmapat598,inodesbitmapat599,inodetableat6004freeblocks,16278freeinodes,1useddirectoryGroup1:blockbitmapat33366,inodesbitmapat33367,inodetableat3336830510freeblocks,16288freeinodes,0useddirectory[...]Group74:blockbitmapat2424832,inodesbitmapat2424833,inodetableat242483416481freeblocks,16288freeinodes,0useddirectory[...]InodesTheinodesintheinodetableofeachgroupcontainmetadataforeachtypeofdatathatthefilesystemcanstore.Thistypemightbeasymboliclink,inwhichcaseonlytheinodeissufficient,itmightbeadirectory,afile,aFIFO,aUNIXsocketandsoon.Inthecaseoffilesanddirectoriestherealdataisstoredinfilesystemblocksoutsidetheinode.Thefirst12blocknumbersarestoredintheinode,ifmoreblocksareneeded,thenthentheinodepointstoanindirectblock:ablockwithmoreblocknumbersthatcontaindata.Subsequentlytheinodecanstoreadoubleindirectblockandatripleindirectblock.Thestructureofaninodeisgivenintable3.



2008�03�12 http://www.xs4all.nl/~carlo17/howto/undelete_ext3.html #5BytestypeDescription0..1__le16Filemode2..3__le16Low16bitsofOwneruid4..7__le32Sizeinbytes8..11__le32Accesstime12..15__le32Creationtime16..19__le32Modificationtime20..23__le32DeletionTime24..25__le16Low16bitsofGroupId26..27__le16Linkscount28..31__le32Blockscount32..35__le32Fileflags36..39linux1OSdependent140..99__le32[15]Pointerstoblocks100..103__le32Fileversion(forNFS)104..107__le32FileACL108..111__le32DirectoryACL112..115__le32Fragmentaddress116..127linux2OSdependent2TheCmstructfortheinode,structext3_inode,isgivenintheheaderfile/usr/include/linux/ext3_fs.handwasusedtocreatetable3.Thatsameheaderfilealsodefinesanumberofconstantsintheformofmacrosthatshouldbeusedtoaccessthedata.Forexample,thestructmemberthatisstoredinbytes40to99isi_block,it'ssizeisEXT3_N_BLOCKS32mbitblocknumbers.i_block[EXT3_IND_BLOCK]pointsto(containstheblocknumberof)anindirectblockifoneexists.i_block[EXT3_DIND_BLOCK]toadoubleindirectblockandi_block[EXT3_TIND_BLOCK]toatrippleindirectblock.Basically,everyconstanthasit'smacro,seetheheaderfileformoredetails.ext3grepusesi_reserved1tostoretheinodenumber,sothatprintinganext3_inodestructingdbshowswhichinodeitreallyis.Thesuperblockshowshowmanyinodesexistintotal,andhowmanyinodestherearepergroup.Thisallowsonetocalculatethenumberofgroups.Becausetheinodesarestoredintheirrespectiveinodetablespergroup,onefirsthastodeterminethegroupthataninodenumberbelongsto.Becauseinodesstarttocountat1,theformulatoconvertaninodenumbertothegroupitbelongstois:group=(inode_number�1)/inodes_per_groupThisgivesthecorrectinodetable.Tofindtheindexoftheinodeinthistablewesubtracttheinodenumberofthefirstinodeinthetablefromourinodenumber:index=inode_number�(group*inodes_per_group+1)Notethatthisindexalsodeterminesthecorrespondingbitintheinodesbitmap.Assuch,groupshavebeenmadetransparent:everyinodecanbeaddressedwithanumberinthecontiguousrange[1,number_of_inodes],wherethenumberofinodesisgivenby:$ext3grep$IMAGE��superblock|grep'Inodescount'Inodescount:1221600Insomecaseyoumightwanttoknowwhichblockinthefilesystembelongstotheinodetablethatstoresaparticularinode.Thiscanberetrievedwiththecommandlineoption��inode�to�block,forexample:$ext3grep$IMAGE��inode�to�block2[...]Inode2residesinblock600atoffset0x80.Inodenumber2(themacroEXT3_ROOT_INOinext3_fs.h)isalwaysusedfortherootofthepartition:it'stypeisadirectory.OfallotherspecialinodesweonlyuseEXT3_JOURNAL_INO(number8).Havingtheinodenumber,onecanprintit'scontentswithext3grep,forexample:$ext3grep$IMAGE��inode2��printNumberofgroups:75Loadinggroupmetadata...done[...]Hexdumpofinode2:0000|ed41000000100000976faa47086caa47|.A.......o.G.l.G0010|086caa47000000000000020008000000|.l.G............0020|00000000020000005504000000000000|........U.......0030|00000000000000000000000000000000|................0040|00000000000000000000000000000000|................0050|00000000000000000000000000000000|................0060|00000000000000000000000000000000|................0070|00000000000000000000000000000000|................InodeisAllocatedGroup:0GenerationId:0uid/gid:0/0



2008�03�12 http://www.xs4all.nl/~carlo17/howto/undelete_ext3.html #6size:4096numoflinks:2sectors:8(��>0indirectblocks).InodeTimes:Accessed:1202352023=ThuFeb703:40:232008FileModified:1202351112=ThuFeb703:25:122008InodeModified:1202351112=ThuFeb703:25:122008Deletiontime:0DirectBlocks:1109[...]Inode2isdirectory"".Directoryblock1109:.��Filetypeindir_entry(r=regularfile,d=directory,l=symlink)|.��D:Deleted;R:ReallocatedIndxNext|Inode|Deletiontime ModeFilename==========+==========+����������������data�from�inode������+�����������+=========01d2 drwxr�xr�x.1endd2 drwxr�xr�x..23d11D1202351093ThuFeb703:24:532008drwxr�xr�xlost+found3endd195457D1202352103ThuFeb703:41:432008drwxr�xr�xcarloAsyousee,ext3grepfirstdumpsthehexadecimalcontentoftheinodetable;theninterpretsitandprintsthestructmembers,endingwiththelineDirectBlocks:1109.Itthendetectsthatthisblockisadirectory(whichcanalsobeseeninthemodefieldoftheinode)andthereforecontinuouswithlistingthisblockasdirectory.RegularFilesIfaninoderepresentsaregularfile,thentheblocksitreferstosimplycontainthedataofthefile.Ifthesizeofafileisnotanintegralnumberoftimestheblocksize,thantheexcessbytesinthelastblockwillbezeroedout(atleast,onlinux).SymboliclinksThevalueofasymboliclinkisastring:thepathnametoit'starget.Thelengthofthestringisgivenini_size.Ifi_blocksiszero,theni_blockdoesnotcontainblocknumbers,butisusedtostorethestringdirectly.However,ifthenameofthetargetislongerthanfitsini_block,theni_blockswillbenonmzeroandi_block[0]willpointtoablockcontainingthetargetname.DirectoriesIfaninoderepresentsadirectorythenitsblocksare(singly)linkedlistsofext3_dir_entry_2datastructures.Eachblockisselfmcontained:nodirentrypointsoutsidetheblock.Thefirstblockwillalwaysstartwiththedirentriesfor"."and"..".Table4.ADirectoryEntryBytestypeDescription0..3__le32Inodenumber4..5__le16Directoryentrylength6__u8Namelength7__u8FileType8char[]Filem,symlinkmordirectorynameUsingtheoptions��ls��inode$N,ext3grepliststhecontentsofeachdirectoryblockofinodeN.Forexample,tolisttherootdirectoryofapartition:$ext3grep$IMAGE��ls��inode2Numberofgroups:75Loadinggroupmetadata...doneMinimum/maximumjournalblock:1115/35026Loadingjournaldescriptors...doneJournaltransaction4381435wrapsaround,somedatablocksmighthavebeenlostofthistransaction.Numberofdescriptorsinjournal:30258;min/maxsequencenumbers:4379495/4382264InodeisAllocatedLoadingmd5.ext3grep.stage2...doneThefirstblockofthedirectoryis1109.Inode2isdirectory"".Directoryblock1109:.��Filetypeindir_entry(r=regularfile,d=directory,l=symlink)|.��D:Deleted;R:ReallocatedIndxNext|Inode|Deletiontime ModeFilename==========+==========+����������������data�from�inode������+�����������+=========01d2 drwxr�xr�x.1endd2 drwxr�xr�x..23d11D1202351093ThuFeb703:24:532008drwxr�xr�xlost+found3endd195457D1202352103ThuFeb703:41:432008drwxr�xr�xcarloSubsequently,onecoulduseext3grep��ls��inode195457tolistdirectorycarlo,andsoon.Notethatext3grepprintsalldirectoryentries,deletednot.Therearetwowaysthatonecanseethatadirectoryisdeleted:firstly,it'sinodewillhaveanonmzeroDeletionTime,secondlythedirentrymightbetakenoutofthelinkedlistbyskippingit;the"DirectoryEntryLength",bytes4and5ofeachdirectoryentry,basically'point'tothenextentry,ortothebytedirectlyfollowingtheblockiftherearenootherdirentries.Inthelistingofext2greptheaddressofthedirentrieshashasbeenreplacedbyanartificialindex(inthefirstcolumn)andthe"DirectoryEntryLength"isreplacedwiththecolumncalledNext,whicheitherpointstothenextentryorcontainsendwhentherearenootherdirentries.Intheaboveexample,0isthefirstentry,1isthenextandlastentry.Theentrieswithindex2and3areskipped.However,itisstillvisiblethatentry2usedtopointtoentry3.Infact,entries2and3aredeletedatthesametimebychangingthe"DirectoryEntryLength"ofentry1suchthatitdidnot'point'toentry2anymore,buttotheendoftheblock.Becauseext3grepprintsalsodeletedentries,itisverywellpossiblethattheSAMEentryoccursmultipletimes.Inparticular,ifafileismoved,aduplicateremainsthatwillstillbevisible.Ie,



2008�03�12 http://www.xs4all.nl/~carlo17/howto/undelete_ext3.html #7$ext3grep$IMAGE��ls��inode195457|grep'\.viminfo$'78r201434D1202351096ThuFeb703:24:562008rrw�r��r��.viminfo1819r195995D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195994D1202351111ThuFeb703:25:112008rrw�r��r��.viminfo1819r195994D1202351111ThuFeb703:25:112008rrw�r��r��.viminfo1819r195995D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195994D1202351111ThuFeb703:25:112008rrw�r��r��.viminfo1819r195994D1202351111ThuFeb703:25:112008rrw�r��r��.viminfo1819r195995D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195994D1202351111ThuFeb703:25:112008rrw�r��r��.viminfo1819r195994D1202351111ThuFeb703:25:112008rrw�r��r��.viminfo1819r195995D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195995D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195994D1202351111ThuFeb703:25:112008rrw�r��r��.viminfo1819r195995D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195994D1202351111ThuFeb703:25:112008rrw�r��r��.viminfo1819r195995D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195994D1202351111ThuFeb703:25:112008rrw�r��r��.viminfo1819r195995D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195994D1202351111ThuFeb703:25:112008rrw�r��r��.viminfo1819r195994D1202351111ThuFeb703:25:112008rrw�r��r��.viminfo1819r195994D1202351111ThuFeb703:25:112008rrw�r��r��.viminfo1819r195995D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195995D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195995D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195995D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195995D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r197221D1202351110ThuFeb703:25:102008rrw�r��r��.viminfo1819r197221D1202351110ThuFeb703:25:102008rrw�r��r��.viminfo1819r197221D1202351110ThuFeb703:25:102008rrw�r��r��.viminfo1819r197221D1202351110ThuFeb703:25:102008rrw�r��r��.viminfo1719r197221D1202351110ThuFeb703:25:102008rrw�r��r��.viminfo1719r197221D1202351110ThuFeb703:25:102008rrw�r��r��.viminfo1719r197221D1202351110ThuFeb703:25:102008rrw�r��r��.viminfo1819r195993D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195981D1202351097ThuFeb703:24:572008rrw�r��r��.viminfo1819r195993D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195981D1202351097ThuFeb703:24:572008rrw�r��r��.viminfo1819r195993D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195987D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195993D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195994D1202351111ThuFeb703:25:112008rrw�r��r��.viminfo1819r195993D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195994D1202351111ThuFeb703:25:112008rrw�r��r��.viminfo1819r195993D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195994D1202351111ThuFeb703:25:112008rrw�r��r��.viminfo1819r195993D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195994D1202351111ThuFeb703:25:112008rrw�r��r��.viminfo1819r195993D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195994D1202351111ThuFeb703:25:112008rrw�r��r��.viminfo1819r195993D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195994D1202351111ThuFeb703:25:112008rrw�r��r��.viminfo1819r195993D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195994D1202351111ThuFeb703:25:112008rrw�r��r��.viminfo1819r195995D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195994D1202351111ThuFeb703:25:112008rrw�r��r��.viminfo1819r195995D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195994D1202351111ThuFeb703:25:112008rrw�r��r��.viminfo1819r195995D1202351097ThuFeb703:24:572008rrw�������.viminfo1819r195993D1202351097ThuFeb703:24:572008rrw�������.viminfo1719r197221D1202351110ThuFeb703:25:102008rrw�r��r��.viminfoInordertounderstandthis,thefollowingremarks.Firstly,theseduplicatedentriescomemostlyfromduplicateddirectoryblocks,whichisalreadyapparentfromtheindexnumberoftheentries:iftheywereallfromthesameblockthenallindexnumberswouldhavebeendifferent.Ofcourse,withoutpipingtheoutputtogrepitwouldbeclearthateachentrybelongstoadifferentdirectoryblock,butthatoutputistoomuchtoshowhere.Secondly,youhavetorealizethatonlytheinodenumber,thefiletypeinthethirdcolumnandthefilenameisdatafromthedirentryitself.TheDeletiontime,andtheModecolumnareextractedfromthecurrentdatainthecorrespondinginode.However,thatinodecouldhavebeenreusedlongagobyanotherfileandthedataitcontainswouldnotberelatedanymoretothisdirentry.Thisisclearlythecaseintheaboveexamplebecauseitiscertainthatallthose.viminfofilesweren'tdeletedonthesameday!Inafewcaseitcanbedetectedthataninodehasbeenreallocated(reused):ifitisstillinuse(thatcan'tbebythisdeleteddirentry),orwhenthefiletypeintheinodediffersfromthefiletypeinthedirentry.Inthosecasesthefifthcolumnshowsan'R'insteadofa'D',andthecontentoftheinodeisnotshown.However,becausesuchentriesshowlittleinformationofuse,theyarenormallysuppressed.Ifyouwanttoseeentrieswithknownreallocatedinodes,youhavetoaddthecommandlineoption��reallocated.Moreover,sometimestheinodenumberinthedirentryitselfiszeroed.Suchentriesareobviouslyuselessaswellandthereforealsosuppressed.Inordertoshowthemusethecommandlineoption��zeroed�inodes.Itispossibletoapplyfilterstotheoutputof��ls.Anoverviewoftheavailablefiltersisgivenintheoutputofthe��helpoption:



2008�03�12 http://www.xs4all.nl/~carlo17/howto/undelete_ext3.html #8$ext3grep$IMAGE��help[...]Filters:��groupgrpOnlyprocessgroup'grp'.��directoryOnlyprocessdirectoryinodes.��afterdtimeOnlyentriesdeletedonorafter'dtime'.��beforedtimeOnlyentriesdeletedbefore'dtime'.��deletedOnlyshow/processdeletedentries.��allocatedOnlyshow/processallocatedinodes/blocks.��unallocatedOnlyshow/processunallocatedinodes/blocks.��reallocatedDonotsuppressentrieswithreallocatedinodes.Inodesareconsidered'reallocated'iftheentryisdeletedbuttheinodeisallocated,butalsowhenthefiletypeinthedirentryandtheinodearedifferent.��zeroed�inodesDonotsuppressentrieswithzeroedinodes.Linkedentriesarealwaysshown,regardlessofthisoption.��depthdepthProcessdirectoriesrecursivelyuptilladepthof'depth'.[...]Inordertoeasilydeterminesensiblevaluesfor��afterand��beforetheaction��histogram=dtimewasadded.Thiscommandlineoptioncausesext3greptoprintahistogramoftimeversusnumberofdeletedinodes.Ifyoudeletealargenumberoffilesatonce,forexamplewithrm�rf,thenitshouldbeeasytodetermineatimewindowwithinwhichthedeletiontookplace.Forexample,hereIzoomedinonmypersonaldisasterwhereIdeletedalittleoverfiftythousandfilesfrommyhomedirectory:$ext3grep$IMAGE��histogram=dtime��after=1202351086��before=1202351129Onlyshow/processdeletedentriesiftheyaredeletedonorafterThuFeb703:24:462008andbeforeThuFeb703:25:292008.Numberofgroups:75Minimum/maximumjournalblock:1115/35026Loadingjournaldescriptors...doneJournaltransaction4381435wrapsaround,somedatablocksmighthavebeenlostofthistransaction.Numberofdescriptorsinjournal:30258;min/maxsequencenumbers:4379495/4382264Onlyshow/processdeletedentriesiftheyaredeletedonorafter1202351086andbefore1202351129.Onlyshowingdeletedentries.ThuFeb703:24:46200812023510860ThuFeb703:24:47200812023510871ThuFeb703:24:48200812023510880ThuFeb703:24:49200812023510890ThuFeb703:24:50200812023510900ThuFeb703:24:51200812023510910ThuFeb703:24:52200812023510920ThuFeb703:24:5320081202351093705==============ThuFeb703:24:54200812023510941698==================================ThuFeb703:24:55200812023510952320===============================================ThuFeb703:24:56200812023510963652==========================================================================ThuFeb703:24:57200812023510973332===================================================================ThuFeb703:24:58200812023510982014=========================================ThuFeb703:24:59200812023510991160=======================ThuFeb703:25:00200812023511004188=====================================================================================ThuFeb703:25:01200812023511012480==================================================ThuFeb703:25:02200812023511021945=======================================ThuFeb703:25:03200812023511031471==============================ThuFeb703:25:04200812023511042724=======================================================ThuFeb703:25:05200812023511053090===============================================================ThuFeb703:25:06200812023511063360====================================================================ThuFeb703:25:07200812023511074902====================================================================================================ThuFeb703:25:0820081202351108698==============ThuFeb703:25:09200812023511091612================================ThuFeb703:25:10200812023511104547============================================================================================ThuFeb703:25:11200812023511112651======================================================ThuFeb703:25:12200812023511121513==============================ThuFeb703:25:13200812023511130ThuFeb703:25:14200812023511140ThuFeb703:25:15200812023511150ThuFeb703:25:16200812023511160ThuFeb703:25:17200812023511171ThuFeb703:25:18200812023511180ThuFeb703:25:19200812023511190ThuFeb703:25:20200812023511200ThuFeb703:25:21200812023511210ThuFeb703:25:22200812023511220ThuFeb703:25:23200812023511230ThuFeb703:25:24200812023511240ThuFeb703:25:25200812023511250ThuFeb703:25:26200812023511260ThuFeb703:25:27200812023511270ThuFeb703:25:28200812023511280ThuFeb703:25:2920081202351129Totals:1202351086�120235112850064Itisimportanttosetagoodvaluefor��afterbeforerecoveringallfiles,orwaytoomanyfileswillbe"recovered".TheJournalThejournalisafileexistingofafixednumberofblocks.It'sinodeisEXT3_JOURNAL_INO,whichisusually8.Theactualinodecanalsobefoundinthesuperblock:$ext3grep$IMAGE��superblock|grep'Inodenumberofjournalfile'Inodenumberofjournalfile:8



2008�03�12 http://www.xs4all.nl/~carlo17/howto/undelete_ext3.html #9$ext3grep$IMAGE��print��inode8Numberofgroups:75Loadinggroupmetadata...doneMinimum/maximumjournalblock:1115/35026Loadingjournaldescriptors...doneJournaltransaction4381435wrapsaround,somedatablocksmighthavebeenlostofthistransaction.Numberofdescriptorsinjournal:30258;min/maxsequencenumbers:4379495/4382264Hexdumpofinode8:0000|80810000000000080000000062075746|............b.WF0010|62075746000000000000010010010400|b.WF............0020|00000000080000005b0400005c040000|........[...\...0030|5d0400005e0400005f04000060040000|]...̂..._...̀...0040|61040000620400006304000064040000|a...b...c...d...0050|65040000660400006704000068080000|e...f...g...h...0060|00000000000000000000000000000000|................0070|00000000000000000000000000000000|................InodeisAllocatedGroup:0GenerationId:0uid/gid:0/0mode:rrw�������size:134217728numoflinks:1sectors:262416(��>34indirectblocks).InodeTimes:Accessed:0FileModified:1180108642=FriMay2517:57:222007InodeModified:1180108642=FriMay2517:57:222007Deletiontime:0DirectBlocks:111511161117111811191120112111221123112411251126IndirectBlock:1127DoubleIndirectBlock:2152whereyoucanseethatthesizeofmyjournalis134217728bytes,or32768blocks.Thefirst12blocksarelisteddirectlyintheinode:blocks1115m1126.Thenanindirectblockisplacedin1127.Thisindirectblockcancontain1024blocknumberseachofwhichfollowtheindirectblockdirectly(1128m2151).Thentheinodereferstoadoubleindirectblockcontaining31blocknumbersofadditionalindirectblocks.Thetotalnumberof(double/tripple)indirectblocksiscalculatedtobe34(usingthefactthatasectoris512byte).Therefore,ifeverythingwouldbestoredcontiguously,thelastblockofthejournalwouldbe1115+32768+34m1=33916.However,thejournaldidn'tfitentirelyingroup0,sothelastblocksareingroup1andtheheaderofgroup1(mostnotablyit'sinodetable)isinsertedsomewherebetweenthejournalblocks,causingthelastblocktobe35025.Ontopofthis,therecouldbebadblocksanywhereinbetweenaswell.Therefore,thecorrectwaytoapproachthejournalisintermsof'journalblocknumbers'.Thefirstblockofthejournalfile(block1115intheaboveexample)containsthe'journalsuperblock'.It'sstructureisdefinedin/usr/include/linux/jbd.hasjournal_superblock_t.Itcanbeprintedwith:$ext3grep$IMAGE��journal��superblockJournalSuperBlock:Signature:0x3225106840Blocktype:Superblockversion2SequenceNumber:0Journalblocksize:4096Numberofjournalblocks:32768Journalblockwherethejournalactuallystarts:1Sequencenumberoffirsttransaction:4382265Journalblockoffirsttransaction:0Errornumber:0CompatibleFeatures:0Incompatiblefeatures:1Readonlycompatiblefeatures:0JournalUUID:0xe30x880xd90x090x940xca0x430x950x9b0x530xac0x2c0xd80xe00x3d0x25Numberoffilesystemsusingjournal:1Locationofsuperblockcopy:0Maxjournalblockspertransaction:0Maxfilesystemblockspertransaction:0IDsofallfilesystemsusingthejournal:1.0x000x000x000x000x000x000x000x000x000x000x000x000x000x000x000x00Minimum/maximumjournalblock:1115/35026Loadingjournaldescriptors...doneJournaltransaction4381435wrapsaround,somedatablocksmighthavebeenlostofthistransaction.Numberofdescriptorsinjournal:30258;min/maxsequencenumbers:4379495/4382264HereyoucanseethatthejournalactuallystartsinJournalBlockNumber1,andthelastblockisJournalBlockNumber32768.Thesearethusnotthesameasthefilesystemblocknumbers.Onecanfindtherealblocknumberwith,forexample,$ext3grep$IMAGE��journal��journal�block1[...]Group:0Block1116belongstothejournal.[...]whichrevealsthatJournalBlockNumber1isfilesystemblock1116.



2008�03�12 http://www.xs4all.nl/~carlo17/howto/undelete_ext3.html #10endofthejournalisreached,writingcontinuousatthestart,wrappingaround.However,ifafilesystemiscleanlyunmountedthenthenextmountwritingalwaysstartsatthebeginning(Ithink).Asingletransactionexistofaoneormore"Descriptors".Thelastdescriptorofatransactionisa"CommitBlock",signalingthatthetransactionhasbeenclosedsuccesfullyandthedatainthepreviousdescriptorsofthattransactionhasbeenwrittentodisk.Therearetwoothertypesofdescriptors:revokeblocksandblockscontaining"tags".Arevokeblockisfilledwithblocknumbersthatshouldbe(orare)unallocatedbythistransaction.Atagisastructurethatassignssubsequentjournalblocks(notfilesystemblocks!)tofilesystemblocks:thefollowingjournalblockscontainthedatathatshould(havebeen)writtentothegivenfilesystemblock.Thatmakes"tags"inparticularinterestingforus:theycontaincopiesofdatathatwaswrittentodiskinthepast,includingoldinodes.ManualrecoveryexampleInthefollowingexamplewewillmanuallyrecoverasmallfile.Onlypartialoutputisgiveninordertosavespaceandtomaketheexamplemorereadable.Usingext3grep$IMAGE��ls��inodewefindthenameofthefilethatwewanttorecover:$ext3grep$IMAGE��ls��inode2|grepcarlo3endd195457D1202352103ThuFeb703:41:432008drwxr�xr�xcarlo$ext3grep$IMAGE��ls��inode195457|grep'bin$'|head�n13435d309540D1202352104ThuFeb703:41:442008drwxr�xr�xbin$ext3grep$IMAGE��ls��inode309540|grepstart_azureus910r309631D1202351093ThuFeb703:24:532008rrwxr�xr�xstart_azureusObviously,inode309631iserasedandwehavenoblocknumbersforthisfile:$ext3grep$IMAGE��print��inode309631[...]InodeisUnallocatedGroup:19GenerationId:2771183319uid/gid:1000/1000mode:rrwxr�xr�xsize:0numoflinks:0sectors:0(��>0indirectblocks).InodeTimes:Accessed:1202350961=ThuFeb703:22:412008FileModified:1202351093=ThuFeb703:24:532008InodeModified:1202351093=ThuFeb703:24:532008Deletiontime:1202351093=ThuFeb703:24:532008DirectBlocks:Therefore,wewilltrytolookforanoldercopyofitinthejournal.First,wefindthefilesystemblockthatcontainsthisinode:$ext3grep$IMAGE��inode�to�block309631|grepresidesInode309631residesinblock622598atoffset0xf00.Thenwefindalljournaldescriptorsreferencingblock622598:$ext3grep$IMAGE��journal��block622598[...]Journaldescriptorsreferencingblock622598:438129426582438131128693438131328809438131428814438132129308438134830676438134930986438135031299438137432718438170714654381709213243817552945438196146064382098607343821376672438213875364382139798443821408931Thismeansthatthetransactionwithsequencenumber4381294hasacopyofblock622598inblock26582,andsoon.Thelargestsequencenumber,atthebottom,shouldbethelastdatawrittentodiskandthusblock8931shouldbethesameasthecurrentblock622598.Inordertofindthelastnonmdeletedcopy,oneshouldstartatthebottomandworkupwards.Ifyoutrytoprintsuchablock,ext3greprecognizesthatit'sablockfromaninodetableandwillprintthecontentsofall32inodesinit.Weonlywishtoseeinode309631however;soweuseasmartgrep:$ext3grep$IMAGE��print��block8931|grep�A15'Inode309631'��������������Inode309631�����������������������GenerationId:2771183319uid/gid:1000/1000mode:rrwxr�xr�x



2008�03�12 http://www.xs4all.nl/~carlo17/howto/undelete_ext3.html #11numoflinks:0sectors:0(��>0indirectblocks).InodeTimes:Accessed:1202350961=ThuFeb703:22:412008FileModified:1202351093=ThuFeb703:24:532008InodeModified:1202351093=ThuFeb703:24:532008Deletiontime:1202351093=ThuFeb703:24:532008DirectBlocks:Thisisindeedthesameaswesawinblock622598.Nextwelookatsmallersequencenumbersuntilwefindonewitha0Deletiontime.Thefirstonethatwefind(bottomup)isblock6703:$ext3grep$IMAGE��print��block6073|grep�A15'Inode309631'��������������Inode309631�����������������������GenerationId:2771183319uid/gid:1000/1000mode:rrwxr�xr�xsize:40numoflinks:1sectors:8(��>0indirectblocks).InodeTimes:Accessed:1202350961=ThuFeb703:22:412008FileModified:1189688692=ThuSep1315:04:522007InodeModified:1189688692=ThuSep1315:04:522007Deletiontime:0DirectBlocks:645627Theaboveisautomatedandcanbedonemuchfasterwiththecommandlineoption��show�journal�inodes.Thisoptionwillfindtheblockthattheinodebelongsto,thenfindsallcopiesofthatblockinthejournal,andsubsequentlyprintsonlytherequestedinodefromeachoftheseblock(eachofwhichcontains32inodes,asyouknow),eliminatingduplicates:$ext3grep$IMAGE��show�journal�inodes309631Numberofgroups:75Minimum/maximumjournalblock:1115/35026Loadingjournaldescriptors...doneJournaltransaction4381435wrapsaround,somedatablocksmighthavebeenlostofthistransaction.Numberofdescriptorsinjournal:30258;min/maxsequencenumbers:4379495/4382264Copiesofinode309631foundinthejournal:��������������Inode309631�����������������������GenerationId:2771183319uid/gid:1000/1000mode:rrwxr�xr�xsize:0numoflinks:0sectors:0(��>0indirectblocks).InodeTimes:Accessed:1202350961=ThuFeb703:22:412008FileModified:1202351093=ThuFeb703:24:532008InodeModified:1202351093=ThuFeb703:24:532008Deletiontime:1202351093=ThuFeb703:24:532008DirectBlocks:��������������Inode309631�����������������������GenerationId:2771183319uid/gid:1000/1000mode:rrwxr�xr�xsize:40numoflinks:1sectors:8(��>0indirectblocks).InodeTimes:Accessed:1202350961=ThuFeb703:22:412008FileModified:1189688692=ThuSep1315:04:522007InodeModified:1189688692=ThuSep1315:04:522007Deletiontime:0DirectBlocks:645627Thefileisindeedsmall:onlyoneblock.Wecopythisblockwithddasshownbefore:$ddif=$IMAGEbs=4096count=1skip=645627of=block.6456271+0recordsin1+0recordsout4096bytes(4.1kB)copied,0.0166104seconds,247kB/sandtheneditthefiletodeletethetrailingzeroes,orcopythefirst40bytes(thegivensizeofthefile):$ddif=block.645627bs=1count=40of=start_azureus40+0recordsin40+0recordsout40bytes(40B)copied,0.000105397seconds,380kB/s$catstart_azureuscd/usr/src/azureus/azureus./azureus&



2008�03�12 http://www.xs4all.nl/~carlo17/howto/undelete_ext3.html #12Notethatitispossibletoseealldescriptorsofagiventransaction.Thetransactionthatweusedtorecoverthisfilewas4382098.Thecompletetransactioncanbeseenwith:$ext3grep$IMAGE��journal�transaction4382098[...]Prev/Current/Nextsequencesnumbers:438209743820984382099TransactionwasNOTCOMMITTED!TAG:6074=8519716073=6225986072=3932186071=3933956070=3932316069=3934096068=3932406067=3933716066=622596REVOKE:506451TAG:6056=3932176057=16058=3932736059=3932326060=4038796061=3932166062=4915206063=5063026064=06065=393219Hereyousee,forexample,theTAG6072=393218,meaningthatblock6072containsa(old)copyofblock393218.Idon'tknowwhyitsaysthatthetransactionwasn'tcommitted(thatseemsveryunlikely).Probably,thecommitblockwasoverwrittenandthisoldjournaltransactionsimplyisn'tcompleteanymore.RecoveringfilesOfcourse,itwouldbeannoyingtorecoverlargerfiles,existingofmanyblocksthisway;letalonemanuallyrecoveringthousandsoffiles!Thereforealloftheabovecanbeautomated.However,ifyourecover50,000filesthenthereisvirtuallynowaytoevencheckifitworkedafterwards:especiallywhenMOREfileswererecoveredthanyoureallywanted;itwillbehardtofindbackallthejunk.Youreallyshouldtakecaretorecoverfilesasaccurateaspossible.Nosuchcareseemsnecessarytorecoverasinglefile,youcanjustpassit'spathtoext3grep:$ext3grep$IMAGE��restore�filecarlo/bin/start_kvm[...]Restoringcarlo/bin/start_kvm$catcarlo/bin/start_kvm#!/bin/shcd/usr/src/qgt/src./host�linux192.168.2.4&cd/opt/kvm/winXPprosudomodprobekvm_intelsudokvm�m384�hdavdisk6GB.img�cdrom/dev/cdrom�localtime�std�vga�netnic,vlan=0,model=rtl8139�nettap,vlan=0#�snapshot#�daemonizekillall�9host�linuxNotethatthiscreatedthedirectorycarlo/bininthecurrentdirectory,inordertobeabletorestorethisfile.Alsonotethatifcarlo/bin/start_kvmalreadyexistedinthecurrentdirectorythenitwasnotoverwritten!Inorderforthistoworkyouwillfirsthavetopassstage1andstage2ofthediskanalysisthatext3grepwillperform(seebelow).Itispossibletodumpallfilenamesthatext3grepcanfind,usingthecommandlineoption��dump�names:$ext3grep$IMAGE��dump�namescarlocarlo/.Trashcarlo/.Xauthoritycarlo/.Xauthority�ccarlo/.Xauthority�lcarlo/.Xauthority�ncarlo/.alsaplayercarlo/.alsaplayer/alsaplayer.m3ucarlo/.alsaplayer/config[...]carlo/www/xcw/.svn/tmp/wcpropscarlo/www/xcw/index.htmlcarlo/www/xmlwrapp�0.5.0.tar.gzlost+foundlost+found/1stleveladminborders(states_provinces)lost+found/1stleveladminnames(states_provinces)lost+found/2002�cloudcover(0�10%)[...]Thefilesthatwillendupinlost+foundarefilesforwhichnodirectorycouldbefound(butthatstillhadaninodecopyinthejournal).Mostlikelythosearefilesthatweredeletedlongagoandcanbedisgardedanyway.Onceyouaresatisfiedwiththeoutputof��dump�names,youcanreplace��dump�nameswith��restore�all,whichineffectwillcause��restore�filetobecalledoneveryfilenameprintedby��dump�names.Asmentionedbefore,itishighlyadvisabletouseaproper��aftercommandlineoptioninordertoavoidthatext3greptriestorecoverfilesthataresimplytooold.Notethatatthismomenttheoutputof��dump�namesisunfiltered,and��restore�file(��restore�all)onlyhonorsthe��aftercommandlineoption.Forexample,$timeext3grep$IMAGE��restore�all��after=1202351117Onlyshow/processdeletedentriesiftheyaredeletedonorafterThuFeb703:25:172008.[...]Loadingmd5.ext3grep.stage2...doneNotundeleting"carlo/.Trash"becauseitwasdeletedbefore1202351117(32767)Notundeleting"carlo/.Xauthority"becauseitwasdeletedbefore1202351117(32767)[...]Cannotfindanundeletedinodeforfile"carlo/.azureus/logs/save/1176594823051_alerts_1.log".[...]Restoringcarlo/bin/startx[...]real0m3.079s



2008�03�12 http://www.xs4all.nl/~carlo17/howto/undelete_ext3.html #13sys0m1.744swherecarlo/bin/startxistheonlyfilerecovered.Itwasthelastfilethatwasdeleted,andIsetthe��aftervaluetoonesecondbeforeitwas.Notethatit'slogicalthatitwasthelastfile,sinceIstartedXbyexecutingthisscript;hence,itwas"inuse"untilIrebooted.Consideringthatitcheckedover50,000filesfromaintotal10GBlargepartition,the3.1secondsisextremelyfast;thisiscausedbyseveralfactors:1)Thefirsttimeext3grepisrun,itdoesafullanalysisofthepartitionandwritestheresultstoacachefile(intwosteps,firststage1andthenstage2).Thesestagesonlyneedtobedoneonce.2)Sinceonlyonefilehadtoberecovered,therewasn'tmuchdiskaccess(besides,Ihave4GBofRAMmmsoeverythingneededwasalreadycached).3)Ihaveaveryfastcpu.Itwasusing100%cpuduringthose3.1secondsthough.Tryingtorestoremanyfilesmainlyhangsondiskaccess,butisrelativelystillprettyfast(youcanjustsitandwaitforit).Stage1Thestage1cachefileiswrittentoDEVICE.ext3grep.stage1,whereDEVICEisreplacedwiththedevicename(ie,if$IMAGEis/dev/hda2,thenDEVICEishda2).Thereislittlethatcangowrongwithstage1:itjustscansthewholediskandfindsallblocksthatseemtocontainadirectory.Theformatofthestage1cachefileis:$catmd5.ext3grep.stage1#Stage1dataformd5.#Inodesanddirectorystartblocksthatuseitfordirentry'.'.#INODE:BLOCK[BLOCK...]2:11096592931211:1110195457:415744195468:2916473217783403469195469:403470[...]929633:1885254929659:1885280#Extendeddirectoryblocks.117811791182[...]1884516Inthefirstpart,thefirstcolumnareinodes,followedbyaspace,followedbyacolon,followedbyaspaceseperatedlistofblocknumbersthatusethatinodeforadirentrywithname".".Obviously,therecanonlybeonedirectorythatusesthisinode,soext3grephastodeterminewhichofthoseblocknumbersisthelastonethatwastherealone.Thesecondpartlistsallblocknumbersthatcontainextendeddirectoryblocks,thatis,directoryblocksthatarenotthefirstblockanddonotcontainthedir_entrywithname".".Itisunknownwhichdirectorythosebelongtowithouthavingtheoriginalinode.Instage2ext3grepwillattempttofindouttowhichdirectorytheybelong.Stage2Thisstage,executedbythefunctioninit_directories(),containsmostheuristiccode.Firstitdetermineswhichblocksaretherealdirectorystartblocks,andthenassignseachextendeddirectoryblocktooneofthosedirectories(seealsoTODO,below).Asaresultitispossibletoassignapathnametoeach(directory)inode,andassignalistofdirectoryblockstothem.Finally,thisresultiswrittentoacachefile(DEVICE.ext3grep.stage2).Incasesomethinggoesverywronghere,youmightbeabletofixitbyeditingthisfile(removingincorrectm,oraddingcorrectblocknumbers),however,donotremoveoraddcomments:ext3grepwillgetconfusedifyouchangethefiletoomuch.SuperfluoushardlinksBecauseinodesarereused,ithappensoftenthatanolddirectoryentry(ofadeletedfile,orinadeleteddirectory,orinanolddirectoryblockthatisnotusedanymore)referstoaninodethatisnowusedbysomethingelse.Ifthatsomethingelseisofthesametype(bothregularfiles)thenthereisnowaytodistinguishitfromahardlink:twofilesusingthesameinode.Asaresult,arecoveryresultsinalotofWRONGhardlinks.Inordertomakeiteasiertocleantheseup,ext3grepprovidesthecommandlineoption��show�hardlinks.$ext3grep$IMAGE��show�hardlinks[...]Inode309562:carlo/bin/pc++(309540)carlo/bin/pcc(309540)carlo/bin/pcc.unlock(309540)Inode702474:carlo/projects/libcwd/libcwd/.svn/entries(700387)carlo/projects/libcwd/libcwd/testsuite/tst_flush.o(700609)[...]Here,thehardlinksforinode309562arecorrect.Thehardlinkforinode702474iswrong,andoneofthefilesshouldbedeleted.Afteryoumanuallydeterminedwhichfileiswronganddeletedit;itwillnotshowupagainwhenyourerunthiscommand:Onlythosehardlinksarereportedthatstillexistintheoutputdirectory:youcanonlyuse��show�hardlinksafterrunning��restore�all,oritwillnotresultinanyoutputsincenooutputfileexists.TODOTheprogramhasbeenwrittenwhileIwaslearninghowext3works.It'searliestfunctionalityisthereforenotdependingonthingsthatIwrotelater.Anadvantageisthatthosefunctionalitiesarefasterandwillstillworkifthelatercodeisbroken;theyarealsomoredownmtomearth,soyoucanusethemtocheckwhatisreallygoingonwithoutdependingonthemorecomplex(andheuristic)codethatwasaddedlater.However,therearealsodisadvantages:ThefilteringcodethatIwrotefor��lsisnotbeingusedbythelaterwrittencodethathandles��dump�namesand



2008�03�12 http://www.xs4all.nl/~carlo17/howto/undelete_ext3.html #14codewrittenlater.Itisnoteasytochangethatbecausethatcodeusestheresultsofstage2.IthinkthatabetteralgorithmtofindwhichblocksarethecorrectonesforthelastcopyofadirectorywouldbethesameashowIfinallyrecoveredfiles:byfindingthelastnonmdeletedinodeofthatdirectoryinthejournal.Thisisnothowitcurrentlyworksthough.CommandlineoptionsAllcommandlineoptionsarelistedbyproviding��helponthecommandline:$ext3grep$IMAGE��helpUsage:/home/carlo/c++/ext3/main/ext3grep[options][��]device�fileOptions:��version,�[vV]Printversionandexitsuccessfully.��help,Printthishelpandexitsuccessfully.��superblockPrintcontentsofsuperblockinadditiontotherest.Ifnoactionisspecifiedthenthisoptionisimplied.��printPrintcontentofblockorinode,ifany.��lsPrintdirectorieswithonlyonelineperentry.Thisoptionisoftenneededtoturnonfiltering.��acceptfilenAccept'filen'asalegalfilename.Canbeusedmultipletimes.��journalShowcontentofjournal.��show�path�inodesShowtheinodeofeachdirectorycomponentinpaths.Filters:��groupgrpOnlyprocessgroup'grp'.��directoryOnlyprocessdirectoryinodes.��afterdtimeOnlyentriesdeletedonorafter'dtime'.��beforedtimeOnlyentriesdeletedbefore'dtime'.��deletedOnlyshow/processdeletedentries.��allocatedOnlyshow/processallocatedinodes/blocks.��unallocatedOnlyshow/processunallocatedinodes/blocks.��reallocatedDonotsuppressentrieswithreallocatedinodes.Inodesareconsidered'reallocated'iftheentryisdeletedbuttheinodeisallocated,butalsowhenthefiletypeinthedirentryandtheinodearedifferent.��zeroed�inodesDonotsuppressentrieswithzeroedinodes.Linkedentriesarealwaysshown,regardlessofthisoption.��depthdepthProcessdirectoriesrecursivelyuptilladepthof'depth'.Actions:��inode�to�blockinoPrinttheblockthatcontainsinode'ino'.��inodeinoShowinfooninode'ino'.If��lsisusedandtheinodeisadirectory,thenthefiltersapplytotheentriesofthedirectory.Ifyoudonotuse��lsthen��printisimplied.��blockblkShowinfoonblock'blk'.If��lsisusedandtheblockisthefirstblockofadirectory,thenthefiltersapplytoentriesofthedirectory.Ifyoudonotuse��lsthen��printisimplied.��histogram=[atime|ctime|mtime|dtime|group]Generateahistogrambasedonthegivenspecs.Usingatime,ctimeormtimewillchangethemeaningof��afterand��beforetothosetimes.��journal�blockjblkShowinfoonjournalblock'jblk'.��journal�transactionseqShowinfoontransactionwithsequencenumber'seq'.��dump�namesWritethepathoffilestostdout.Thisimplies��lsbutsuppressesit'soutput.��search�startstrFindblocksthatstartwiththefixedstring'str'.��searchstrFindblocksthatcontainthefixedstring'str'.��search�inodeblkFindinodesthatrefertoblock'blk'.��search�zeroed�inodesReturnallocatedinodetableentriesthatarezeroed.��inode�dirblock�tabledirPrintatablefordirectorypath'dir'ofdirectoryblocknumbersfoundandtheinodesusedforeachfile.��show�journal�inodesinoShowcopiesofinode'ino'stillinthejournal.��restore�file'path'Willrestorefile'path'.'path'isrelativetorootofthepartitionanddoesnotstartwitha'/'(itmustbeoneofthepathsreturnedby��dump�names).Therestoreddirectory,fileorsymboliclinkiscreatedinthecurrentdirectoryas./'path'.��restore�allAs��restore�filebutattemptstorestoreeverything.Theuseof��afterishighlyrecommendedbecausetheattempttorestoreveryoldfileswillonlyresultinthembeinghardlinkedtoamorerecentlydeletedfileandassuchpolutetheoutput.��show�hardlinksShowallinodesthataresharedbytwoormorefiles.Newfunctionalitywasmoreorlessaddedtopdown,sothisalsogivesahistoricoverviewofhowtheprogramwaswritten.DownloadThereisnodownloadyet.Pleaseemailmeat«carloâUalinoe.com»andI'llsendyouthesourcecode.Copyright©2008CarloWood


